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1. Introduction

Based on some recent business situations and in the context of the new IEEE-LTCS workgroup on Digital Rights Expression Language (DREL), I've been developing some insight into the technical requirements that must govern the proper implementation of standardized DREL. Having one foot in the business side, one on the technical side and an eye on the academic world, I have been digesting the standardization efforts from the end user's perspective.  It has become obvious that the publishers and educational institutions are itching for DRM standards and simple answers to their how.  Though the answers are not yet clear, the recent approval of LOM by the IEEE is an extraordinary step forward in providing the tools for content creators to provide and distribute information more efficiently and more accurately.

Learning can be divided into 4 types: Primary and secondary education, higher education, training and lifelong learning.  At the time this paper is written, IPR Systems seems to have taken on a leadership role the DRM standards development for primary and secondary education (See “SOCCI Digital Rights Management Business System Requirements” edited by Renato Iannella, Apr 11, 2001) and for higher education (See “Digital Rights Management in the Higher Education Sector” edited by Renato Iannella, Feb 2, 2002), by suggesting implementation models for the Australian educational system that would work for all countries’ educational needs.

The schemas put forward by IPR Systems (see “Open Digital Rights Language” edited by Renato Iannella, Nov 21, 2001) are very thorough and might present the groundwork for the establishment of DREL open standards.  Although they seem to match the requirements of the Primary, secondary and higher education need in DRM, they might be too complex or inaccurate for training and lifelong learning.  This paper focuses on the business requirements put forward by editors, course publishers and end-users who are not actively part of an educational institution.

2. Expanding Beyond Traditional Definition of Learning

The breadth of digital learning

The economics of learning are under definition by policy makers (See “Does Education Metter?” by Alison Wolf), and by the ramifications of evolution in educational technology. Bringing training and lifelong learning into the conversation about DREL in Learning Technologies forces us to define what learning is or at least expand the limits of what defines learning material.  With the broader definition of learning, we are forced to consider news, journal, commentary and art as part of learning material and must thus include the IPR laws that govern these and their use.  Metadata standardization has the Dublin Core to supply the core of the requirements and uses LOM to supply the standards for structured learning content metadata.  At this time, there does not seem to be a body or language that is taking that broader stance, though it might be possible to consider one DREL for all educational needs so as to guarantee the portability of content from one education type to another.

The current state of XML and DRM

Some other languages need also be considered when mapping the requirements of DREL, though it is clear that two of these languages stand out by their breadth: XrML and ODRL.  These are:

· ADML - Architecture Description Markup Language 

· APPEL - A P3P Preference Exchange Language

· CPL - Call Processing Language

· DPRL - Digital Property Rights Language

· DSig - XML Digital Signatures (xmldsig)

· EBX - Electronic Book Exchange

· 
· MPEG Rights Expression Language

· ODRL - Open Digital Rights Language

· OEI - Open Ebook Initiative

· P3P - Platform for Privacy Preferences

· PICS - Platform for Internet Content Selections

· SAML - Security Assertion Markup Language

· SDML - Signed Document Markup Language

· SyncML - Synchronization Markup Language

· TML - Telephony Markup Language

· WML - Wireless Markup Language

· XACL - XML Access Control Language

· XACML - Extensible Access Control Markup Language 

· XFDL - Extensible Forms Description Language

· XMCL - Extensible Media Commerce Language

· XML-F - XML-for-Fax 

· XOL - XML-based Ontology Exchange Language

· XrML - eXtensible Rights Markup Language 
Though it has not made an open language available, InterTrust has an indirect position in the DRM debate, by virtue of its lawsuit against Microsoft (See http://www.intertrust.com/main/ip/litigation.html).  

From a simple glance at this list, one can easily imagine that the reaction of any content creator is “Well what should I do?  What is the best solution for me?  Why is it so complicated?”

Even if it is complicated, content creators are interested in DRM.  In fact DRM might be the only way to get content creators to play by the rules of LOM standards.  The reason for that is simple: with proper DRM systems in place, content creators will make more money.

3. The economics of DRM

Stan Liebowitz, DRM and Perfect Price Discrimintation

In “Policy Pirates in the Networked Age” (Policy Analysis No 438 May 15, 2002) Stan Liebowitz gives a good insight into the economics that govern the need for a DRM on all digital content, and claims that appropriate DRM will enable economics of knowledge to reach the highest level of econmic accuracy in Supply and demand theory: perfect price discrimination.

Throughout his piece, Liebowitz uses Napster and the music industry as a driving example of the need for DRM.  He underlines the inaccuracies of the current content pricing valuation schemas and focuses on the dangers of price compensation for illegal use of copyrighted material: if it is anticipated that 2 illegal copies of a piece of content will be made than the price of original copy should compensate for the lost profit.  This is economically unsound, as the burden of the cost is passed onto the buyer, whether or not he intends to use the material legally or not.  Another way to compensate for the lost profit associated with poorly managed IPR is to increase the cost of the materials that enable users to illegally copy material (software, CDs, Computers).  For similar reasons, this model also sets an unfair price on these materials for the buyer who will be using them legally.

Liebowitz argues that digital versions of content cannot be considered free supplements to their analog counterparts because (as Napster proved) they can be developed in such a way that they are an equal or better replacement to their analog counterparts.  We can expect that users will grown increasingly accustomed to digital content and delivery mechanisms will become more thorough and appealing than the current content distribution models (See Kerns response to the question of ROI in “Moore’s Law and the Conundrum of Human Learning”).  The personalized learning methods (by learning, I mean acquiring knowledge) will thus require that each block of content (Learning Object) travel with its IPR metadata so as to ensure than each user can access and use these blocks of content at will, and in accordance with the associated rights.

Liebowitz does carry away the economic argument for DRM by stating the “[DRM will help set the] “perfect price discrimination” wherein each user is charged a price strongly related to his willingness to pay.”  He backs this argument by addressing some of the myths of DRM.  Reused content may be easier to value than initially thought: in IPR law, unlike patent law, ideas and concepts cannot be protected.  Only the expression of the idea or concept (ie the text, photo or song) can be protected.  Liebowitz also affirms that “Copy protection doesn’t have to be perfect to do the job”, it must make the illegal use of copyrighted material more difficult, so as to for the natural economic laws of “fair use” onto digital content (Is infringing the IPR worth the hassle, what is the cost benefit of using the content illegally.)

DRM requirements for knowledge economic bliss

Liebowitz article is strong in spelling out the economic benefits of DRM, though when addressing the issue of whether DRM will shift the power to the content creator, Leibowitz fails to clearly spell out that the price of content will follow the same rules of supply and demand as any commodity.  Though the creator will be able to set the price of content, it will still be fully dependent on demand.  

The article does also make some assumptions that represent significant hurdles in the definition of DRM requirements and undermine, in my opinion the strength of the argument.  First, he states that “technology may have shifted the balance of economic power too far in favor of copyright owners”.  Though he disagrees with the statement, his use of the conditional past suggests that these technologies already exist.  For content, that is not the case.

He also makes the assumption that a MicroPayment model is a fait accompli.  There are two arguments against that.  One is the thought that subscription models may be more advantageous to both the IP owner and the user (See “Content is King, Distribution is Divine” Juliette Adams, June 12, 2002) , the other is that the adoption of a MicroPayment model is hindered by users’ privacy concerns and bank marketing curiosities (See “Open Questions” below).

Finally, Liebowitz fails to address the economic imbalance that DRM brings on: the current formats that aim at guaranteeing the distribution of content in accordance with their IPR are technically un-democratic as they require the latest plugins of the compatible software and are economically un-democratic as they can only be distributed to users who have access to a computer, can load content onto the Internet, and/or have access to a financial system that enables them to partake in the knowledge economy.

4. The demands of commercial content creators

Faced with the economic benefits of DRM, it is not surprising to hear of an increasing number of inquiries about the implementation possibilities of projects that require the simultaneous migration of content and its IPR through cyberspace.

Publishing Industry

In the publishing industry, some states legislation changes are precipitating the adoption of digital distribution of k-12 academic content.  Though some publishers have understood the micro-distribution of their content through DRM-enables distribution models, others have been getting involved in the DRM debate by necessity.  The State of Georgia has recently considered imposing that all books used in schools be also available in digital format, forcing book publishers to acquire and impose the IPR for all content components of their books.  The publishing industry has also found itself faced with content aggregation models that target specific, niche audiences.  Factiva (a merger between Reuters and Dow Jones) was established as a competitor to Lexis Nexis.  This merger was made possible because of the existence of a corporate standard (NewsML) and the nature of Reuters and Dow Jones content: the individual articles and facts are not creator specific, but the property of the corporation.  Some content aggregators distribute content that has different IPRs.  The ease and legality by which this content can be used will depend on the way DREL is used across the board of content creators. (See Appendix A for Use case “Opening access to publisher-owned Learning Objects”.)
Course Publishing Industry

In the course publishing industry, competition and demand have been the two key motivators for course creators to create more courses that are more modular, more multimedia-rich, and more learner-specific.  In this phase of eLearning rebirth, editors have found themselves wanting to create courses, or at least course material with their content.  The lack of standardized DRM are forcing content creators to either not make their content available to course publishers, or become course publishers when they are not in the business of education, or affiliate themselves with a specific course publishing system (often proprietary).  On the other hand, course publishers find themselves with a high demand for third party content so as to keep up with the demand for more modular, more multimedia-rich, and more learner-specific courses.  Yet, most platforms developed until now is proprietary and requires a significant amount of time to integrate third party content with proper compliance to its IPR.

Content Distribution Software

I
n the content distribution software industry, DRMs are a bottleneck to expansion.  The growth in the breadth and reach of multimedia distribution applications has stagnated due to the absence of DRM standards.

Higher Education

In higher education, centralized content repositories are developing and will hopefully follow structural and syntax standards put forward by the IEEE.  They will however keep these repositories closed until consensus is reached around DRM.  Universities are still stumbling while researching the best solution by testing the applications of XML schemas such as ORDL and XrML, but are looking for a defacto standard to blow out their applications and open their databases to other LMS or individuals that are not associated with the (or an) academic institution.

Primary and Secondary Education

In primary and secondary education, where the use and reuse of learning objects may significantly enhance the quality of learning for both teachers and students, eLearning solutions struggle to implement solutions that will keep up with the constant change in policy.  The Board of Education of New York is requiring that all teachers hold teaching credentials and is increasingly interested in being able to track the progress of teacher along their career.  With standardized DRM, complete teacher profiles will facilitate this process.  Simultaneously, district policies and state standards evolve quickly, and demand from the teachers and school administrators that they have tools to track the evolution of educational standards against district standards.  Education technology must be able to respond as quickly, and not be stumped by poorly organized content or ill-defined digital rights. 

Medical Field

Medical institutions are moving to more computerized and centralize knowledge repositories to facilitate continuing education of doctors, though the transfer of patient digital records is still a non-trusted process.  Standardized DRM would enable the development of compatible and trusted applications to support the establishement of medical records and content, as well as the transfer of these files.  

Peer to Peer

Lastly, the individual learner, or content creator requires that content repositories and content distribution platforms follow DRM standards in order to benefit from the peer to peer potential of the Internet as an educational tool.  (See Appendix B for use case “Peer to Peer Digital Rights Management”
5. Some implementation

Looking beyond the numerous implementations of DRM through watermarking (Corbis) and subscription models (chronicle.com, nytimes.com…), here are three examples of content delivery mechanisms that step into more forward thinking rights-managed content distribution models:

· InterScience.Wiley.com has implemented a simple digital content distribution system.

· The system uses DOI.
· The system enables the user to preview some of the metadata content.
· The system enables the user to set up a “Wiley wallet” and purchase the pdfs.

· Safari.oreilly.com is a gem in interface design. Some of its characteristics are:

· User can drill down from parent to child object.
· User can download/pay for the child only.
· User needs not worry about the hassles of micropayments, there is a point system to pay for content.
· When the user download the pdfs, they cannot be saved or sent.
· User can only access O’Reilly books!
· CatchWord.com has created a portal for publishers to distribute their content online.

· This solution requires publishers to follow the same meta tagging rules so that the publications can be search by the end user, across all publishers.

· This solution enables the publishers to display some of the content (the metadata) on another site (their own).

· This solution enables an end user to purchase the content online with 1 account and payment profile.
Most of them have shortcomings that may be alleviated by standardized DRM, but these do not reflect all of the issues that should be taken into consideration when thinking of the business requirements that must govern DRM standardization.

6. Open Questions:

Drawing on the use cases and on the implementation examples listed above, there is a set of open questions that need to be addressed for DRM open standard to gain critical mass and thus to be fully accepted.

Formats:
Given existing digital formats, there are few options available to deliver “secured” text-based content: pdf and flash are effective means, but they present many shortcomings when it comes to making secured content reusable within preset restrictions. Encrypting data regardless of the format in which it is delivered or the device on which it is received is the answer, but it requires industry-wide use of standard encryption and client key. Microsoft’s .Net solution is a proprietary implementation. The DRM open standards must guarantee that users, content developers, and software engineers have more options.
MicroPayment
The debate and speculation over the acceptance of Micropayment is endless. The issue can be broken down into two conflicting point of view. On one side you have the banks who want to control, within the limits of their privacy policy an eye on their customer’s spending patterns. If those spending patterns are controlled by a third party, such as PayPal, or MS Wallet, that information belongs to that third party. On the other hand, you have users who want to be guaranteed that their spending patterns don’t become a marketing commodity. Users will probably embrace micropayment if it is convenient (if they don’t have to enter their credit card information for a $1.00 purchase) and if they can trust the payee. There is one solution that could be considered, that would require the prompt involvement of banks in DRM standards modeling. This solution might be that banks offer to their customers a digital wallet, in which a user can place a specific sum of money from their checking account. All transactions would continue to go through the customers’ bank. The user would need to rely only on the trust that he has for his bank and the bank would maintain “ownership” over the transaction pattern of its customers. The DRM open standards must account for this and any other micropayment solution under consideration.
Content Valuation

The value of content changes over time and over borders. It also fluctuates with demand, trends and events. It is expected that valuation rules could be drawn from regression models. In anticipation for the possible establishment of such rules or collection of rules, the standards must anticipate actors, other than the content creator and distributor to set the value of content. 

IP laws

Intellectual Property rights also change over time and over borders. Though the IP rules that can be applied to a LO by a content developer are accounted for in all documentation relating to the development of DRM open standards, there is little consideration for the mapping of the value of these rules to international, national and industry rules. Ideally, the DRM open standards would alleviate the need for content developers to be constantly aware of these rules and depend on a system to update their specific IP constraints to match the international, national and industry regulations. 

Privacy

The issue of privacy on the internet is another drawn-out topic that can safely remain on the top of the debate list. Some users want to preserve their privacy: they don’t want anyone to know what they’ve been clicking on, others embrace customization and the loss of privacy that goes with that, so they can benefit from “smarter” technology serving them the information and services they need. Since this issue will not be solved tomorrow, the DRM standards must focus on the latter user type, but guarantee that they do not exclude the former.

Implementation

If it can be anticipated that users will be reticent to embrace the WWW with its new usability constraints associated with the application of digital rights to online content, content developer will be in the same position unless the implementation is “easy”. It is imperative that the standards be thoroughly tested and implemented in various online solutions so that they “hit the market” after they are fine-tuned enough to offer simple implementation. The question “Is elearning dead?” is on some people’s lips. It is on the lips of those individuals who have the financial backing to make massive amount of content available. It is imperative that the actors one the implementation front participate in the review, assessment and approval of these standards. These actors can be divided into 9 groups: 
· Individual content developers, users and editors (Any user)

· Commercial content developers, users and editors (Any publisher or course publisher)

· Academic content developers, users and editors (Faculty or student)

· Hardware developers (ITV, palm, Blackberry, “wearables”…)

· DRM software developer (ContentGuard, InterTrust…)

· Content delivery software developers (WebCT, Google, catchword)

· IP lawyers (Law.com)

· Financial institutions (Citibank, American Express, Societe Generale)

· Localization experts (CEN-ISSS)


Non-democratic nature

Even if all of the above assumptions were met, there still is an issue surrounding the non-democratic nature of the DRM system: content developers and users can only benefit from an information distribution system, enhanced by DRM if they have a computer, an internet connection, and … a credit card. This should not prevent open standards from being set. An effort has to be made on the part of workgroups to reach out to international experts and not limit the discussions to US, Australia, and Europe. 

Appendix A: Use Case

Title:

Opening access to publisher-owned Learning Objects

Purpose:
This use case is written in response to a RFI by Robby Robson, in the context of the newly set up IEEE-LTCS workgroup on Digital Rights Expression Language.  It is aimed at illustrating some of the technical requirements, from the end-user's perspective, that must govern the proper implementation of standardized DREL.  This use case, which is based on a real client situation, will expose a business model that can be adopted by a publisher in making individual learning objects available for use and manipulation.  The proper implementation of this solution can only be perceived in the presence of DREL standards.

1. Technical Assumptions:

Based on current technical developments and relying a likely broad acceptance of learning technology open standards, we can assume that the following will be true:

1.1. LO metadata and Leaner standards are used and the associated namespaces can be referenced by a broadly used search engine, such as Google. 

1.2. Individuals or groups create the metadata associated with a Learning Object by using either an open, proprietary or commercial repository. 

1.3. An online payment process, such as PayPal or a bank-specific wallet, is compliant with LO standards and allows for micropayments.  It is assumed that users can only purchase LOs if they are over 18 years of age.

1.4. Each user (whether the object creator, or the object purchaser) is identifiable by a singular user ID.  This ID should reference the user’s access rights, such as industry (education, government, corporate, individual…) and age, as these are often variable that impact variable access rights to information.

1.5. Each user can choose to be tracked against a specific learning object, for purposes of search result customization and content update notifications.

1.6. Each creator or subsequent owner of content can choose to require that a list of all users of a specific learning object be maintained.

1.7. The repository, the search engine and the payment process all use the same user ID.

1.8. The same IPR laws apply to digital content: if a work is used in its entirety for commercial purposes, the user must comply with the specific regulations surrounding the use of the work.  If it is partially used, it must be appropriately referenced.

1.9. A version of the ODRL schemas as outlined in http://odrl.net/1.0/ODRL-10-HTML/ODRL-10.html are open standards.

2. Business assumptions:

2.1. This use case will attempt to illustrate an environment in which a publisher, who is not in the business of online education, wishes to make its content available to potential course publishers (academic institutions, corporations or individuals) and be adequately rewarded.

2.2. The main actor in this use case is large financial magazine publisher (“Publisher”) who also creates books that are sometimes used in business classes, other times used by individuals who wish to enhance their management skills.  Publisher knows it is not in the business of creating courses, nor does it wish to develop a pedagogical theory for the delivery of their material.  It is aware that the content of its books and some of the digital material it produces would be strong assets to an online course.  It wants to make that content available, and get paid for it.

2.3. Publisher has established a set of content valuation rules that dictate the value of each Learning Object based on resources used, creation date, publishing date, content category.  External variables such as market trends, audience and demand are also variables that Publisher can use in guiding the valuation of the LO.

3. Scenario 1: Published sets the restrictions surrounding the distribution and reuse of his content

3.1. Publisher has a CMS in place that is used for publishing and content cataloging.  This system feeds into an XML repository that is LO standard compliant.  All of their digital assets are entered into the system with the appropriate metadata.

3.2. Publisher can associate rights and variable fees to each of the learning object in the repository.

3.3. Publisher wishes to open the repository to the WWW so that all Los that have digital rights elements associated with them can be accessed, using a search engine, that is standard compliant.

3.4. Publisher has associated a sale value, ownership restrictions and a lease value with each book and magazine stored in its repository.

3.5. Publisher has associated a sale value, ownership restrictions and a lease value with some chapters and articles stored in its repository.

3.6. Publisher has associated a sale value, ownership restrictions and a lease value with some multimedia files stored in its repository.

3.7. Publisher wishes to allow for the rights to their content to be transferred to the rightful owner, when the ownership restrictions are met.

3.8. Publisher set the following DREL parameters around the chapter that this use case follows:

3.8.1. LO can be displayed and printed.

3.8.2. LO is available for lease and purchase. (fees vary)

3.8.3. LO can be moved, deleted, duplicated, and saved. (fees and restrictions vary)

3.8.4. LO can be modified, aggregated, and an excerpt may be used.

3.8.5. LO value depreciates by 10% every 5 years

3.8.6. LO can be leased by any LO can be used by any individual or group.

3.8.7. LO can only be purchased by a recognized distributor.

3.8.8. LO does not require any specific device to be displayed.

3.8.9. Under lease, the LO can only be printed once and displayed for a duration of 30 days from the time it was first downloaded by the end user.

3.8.10. Under purchase, the LO can be printed, and saved, but cannot be shared by more that 2 Ids.  Under purchase, any profit made by the modification, aggregation, or use of an excerpt of the LO must result in a payment to Publisher of 20% of the profits made.

3.8.11. When sub-LOs are modified, aggregated, or an excerpt may be used, the existing permissions must be passed.

3.8.12. Leaser and purchaser must accept to always include attribution of the LO owner.

3.8.13. Under purchase of exclusive right, the LO belongs to new owner and can be deleted by new owner.

3.8.14. The role of the Publisher is “publisher”.  Contributors such as authors and media developers must also be listed accordingly.

3.8.15. Publisher may request a list of all users of LO.

3.8.16. Publisher enters a brief bio.

3.8.17. The chapter has the same date stamp as the date on which the book was published.

3.8.18. The name of the physical location is the same as the book itself.

3.8.19. The digital location is automatically generated as ISBN-chap#.

3.8.20. The version of the chapter is set to 2.0 as it is a second edition of the book.

4. Scenario 2: User 1 acquires reading rights over a portion of data

4.1. User 1 accesses www.google.com, knowing that he is looking for an article or chapter of a book that has been published by a recognized publisher (See http://www.webct.com/content/viewpage?name=content_showcase as a starting point for the search interface).  User 1 has the ability to drill down into specific chapters of a book (see safari.oreilly.com as an example)

4.2. User1 finds a chapter of a book published by “Publisher”.

4.3. User 1 adds the chapter to his shopping cart.

4.4. After going through the payment process associated with leasing the chapter, accepting the terms and conditions, and accepting payment, plus applicable taxes, he accesses the chapter through his Google library (See safari.oreilly.com for implementation example).

4.5. User 1 opens the chapter and prints it.  

4.6. User 1 returns to his Google Library, within the month allocated by Publisher to access the file.

5. Scenario 3: A course publisher (user 2) acquires full reusable rights over a portion of data

5.1. User 2 is planning on creating an online business course on the business benefits of retention.  He accesses www.google.com, knowing that he is looking for multimedia pieces, articles or chapters of a book that have been published by a recognized publisher (See http://www.webct.com/content/viewpage?name=content_showcase as a starting point for the search interface).  User 2 has the ability to drill down into specific chapters of a book (see safari.oreilly.com as an example)

5.2. User 2 finds a chapter of a book published by “Publisher”.

5.3. User 2 adds the chapter to his shopping cart.

5.4. After going through the payment process associated with purchasing the exclusive rights over the chapter, accepting the terms and conditions, meeting the ownership requirement, and accepting payment, plus applicable taxes, he accesses the chapter through his Google library (See safari.oreilly.com for implementation example).

5.5. User 2 bases one lesson of the online course on this chapter.  He adds to the content some multimedia pieces, references to other resources and some pedagogical display rules, though the core of the lesson is essentially the content of the chapter.  Though the essence of the lesson is only fully explained in the context of the online course, the chapter can be cataloged as a learning object.  User 2 establishes that this object has gained value compared to its original value set by Publisher.

5.6. User 2 uses a CMS. This system feeds all learning objects into an XML repository that is LO standard compliant.  All of their digital assets are entered into the system with the appropriate metadata.

5.7. The course and the lesson are now “available” through Google.com and can be searched and leased using the same principles as scenario 2.  

5.8. Since user 2 gained exclusive rights over this chapter, if user 1 were to want to access this chapter as in scenario 2, he would be led to the lesson that now utilizes the chapter.  If, however, user 2 had not purchase exclusive rights, then the content of the chapter would be available from both references.

6. Conclusion and open questions

6.1. Profiles of content creators must rely on the subjective valuation of third parties (such as editors), and the quantitative valuation of content tracking schemas (cross referencing, subsequent referencing, usage).  These valuation parameters must be enherent in the search engine developed.

6.2. Is it conceivable that reusable content remains in its original repository, only the metadata is copied and modified?

6.3. The content valuation schema must allow for complex logic associated with possible combinations of usage permissions, transfer permissions, asset management permissions, reuse permissions, user constraints and temporal constraints.

6.4. The content valuation schema can only exist with a rules script that governs multiple files.  Publishers can only oversee the proper valuation of content if only the exceptions must be edited.

Appendix 2: Use Case

Title:

Peer to Peer Digital Rights Management

Purpose:
This use case is written in response to a RFI by Robby Robson, in the context of the newly set up IEEE-LTCS workgroup on Digital Rights Expression Language.  It is aimed at illustrating the technical requirements, from the user’s perspective, that must govern the proper implementation of standardized DREL.  This use case will outline the steps that a PhD student must follow to make a thesis paper available to others via the WWW, and to expect proper recognition or financial retribution.  It will then outline the steps that a journalist must follow to acquire the right to read the thesis, quote two passages from the thesis and use one image that was originally created by someone other than the thesis writer.

7. Technical Assumptions:

7.1. LO metadata and Leaner standards are used and the associated namespaces can be referenced by a broadly used search engine, such as Google. 

7.2. Individuals or groups create the metadata associated with a Learning Object by using either an open, proprietary or commercial repository (“www.lorepository.com”).  This LO repository allows users to host either the LO and its metadata, or just the metadata, hosting the LO with their ISP (embedded, associated or third party).  The UI of this repository can be loosely compared to ebay.com.

7.3. An online payment process, such as PayPal or a bank-specific wallet, is compliant with LO standards and allows for micropayments.  It is assumed that users can only purchase LOs if they are over 18 years of age.

7.4. Each user (whether the object creator, or the object purchaser) is identifiable by a singular user ID.  This ID should reference the user’s access rights, such as industry (education, government, corporate, individual…) and age, as these are often variable that impact variable access rights to information.

7.5. Each user can choose to be tracked against a specific learning object, for purposes of search result customization and content update notifications.

7.6. Each creator or subsequent owner of content can choose to require that a list of all users of a specific learning object be maintained.

7.7. The repository, the search engine and the payment process all use the same User ID.

7.8. The same IPR laws apply to digital content: if a work is used in its entirety for commercial purposes, the user must comply with the specific regulations surrounding the use of the work.  If it is partially used, it must be appropriately referenced.

7.9. A version of the ODRL schemas as outlined in http://odrl.net/1.0/ODRL-10-HTML/ODRL-10.html are open standards.

8. IPR assumptions surrounding the use case:

8.1. This use case will attempt to illustrate an environment in which all parties involved in the transmission of proprietary data are adequately rewarded.

8.2. A Columbia University PhD student (“Creator”) just completed his thesis.  He worked on this thesis for 3 years and recognizes the value of the input by his thesis advisor (“Advisor”), who only wants to be mentioned by name on the thesis and another faculty member (“Faculty”) who believes that the additional time and effort she put into helping Creator write a solid thesis is worth 10% of any profit Creator can make off the sale of the paper.

8.3. Creator used an image to support one of his arguments.  He purchased that image for a one-time fee of $8.00.

8.4. Creator establishes that his thesis is worth 10$ to any person who wishes to read the thesis (“Reader”), though he will accept that all users who are part of an academic institution can pay $8.00 for the right to read his thesis.  He has decided that the content should be open to all.  He is planning on writing a second edition within the next 2 years and will offer the possibility for those who bought this edition to update their version for an additional $3.00.

9. Scenario 1: Creator posts his thesis and established the restrictions surrounding the distribution of his work.

9.1. Creator accesses www.loreporitory.com.

9.2. As a first time visitor Creator is prompted to set up his profile that includes all learner-oriented metadata.  Creator has a profile that is maintained by the Columbia LMS.  The Columbia LMS is however no standard compliant.  Creator must thus create a profile with lorepository.com.

9.3. Since Creator is planning on setting up a payment process against the distribution of his work, he chooses to set up a PayPal account.

9.4. Creator has opted to host his thesis on one of the Lorepository server.  After setting up an account as he would on any other ISP, he clicks on “Load a new object”.

9.5. Creator must select from a series of pull-down menus the category and subcategories that best describe the object at hand (These categories are akin the yahoo and DMOZ categories).

9.6. Creator proceeds to CMS that will enable his to upload all the manual, objective parameters of his work: title, references, RLO used, TOC, content…  If the user was not hosting this object with www.lorepository.com, he would reference the body of his work at this point.  During this process the DR metadata associated with the LOs that are referenced into his work are associated with the new LO.

9.7. Creator also enters the subjective parameters of his work.  Based on http://odrl.net/1.0/ODRL-10-HTML/, Creator selects the following options for his Learning Object:

9.7.1. LO can be displayed and printed.

9.7.2. LO is available for lease.

9.7.3. LO can be moved and saved.

9.7.4. LO can be modified, aggregated, and an excerpt may be used.

9.7.5. LO can be leased by any individual or group (Some restrictions apply).

9.7.6. LO does not require any specific device to be displayed.

9.7.7. LO can only be printed once and displayed for a duration of 30 days from the time it was first downloaded by the end user.

9.7.8. LO cannot be printed by individuals or groups in China or Cuba

9.7.9. If the photographs are reused, they can only be reused as is, no modification to the color palette is possible.

9.7.10. LO is available at a discounted price for Individuals or groups that are part of an academic institution.

9.7.11. When sub-LOs are modified, aggregated, or an excerpt may be used, the existing permissions must be passed.

9.7.12. Creator must review and complete the list of sub-LOs (contained in the notes and acknowledgements).  Each of these travel with their UID and associated permissions.

9.7.13. LO costs $10.00 per use for all individuals or groups, except Individuals or groups that are part of an academic institution, for whom LO costs $8.00, applicable state and country taxes apply.  

9.7.14. Creator attributes 10% of all sales to Faculty

9.7.15. LO can be leased again by same individual or group for $3.00.

9.7.16. Updated version of LO can be leased by same individual or group for $3.00.

9.7.17. There is not fee associated with specific passages or chapters of the thesis (sub-LOs), except for those that are external resources.

9.7.18. User must accept default terms and conditions.  The terms and conditions must list terms associated with the sub-LOs used.

9.7.19. User must accept to always include attribution of the LO owner.

9.7.20. User must be registered with PayPal.

9.7.21. User must always include attribution of the asset creator.

9.7.22. Creator may request a list of all users of LO.

9.7.23. For any reuse, of the LO, an individual or group must distribute 10% of any profits made to Creator.  

9.7.24. The UID of LO is URI assigned by hosting provider.

9.7.25. The Name of the LO is “The influence of Beaudelaire’s Fleurs du Mal on French rap”

9.7.26. The role of the Creator is “author”.  He also lists as contributors “Advisor” and “Faculty”.

9.7.27. Creator enters a brief bio.

9.7.28. Creator adjusts the date stamp to the date on which he finished his thesis.

9.7.29. Creator enters the “Columbia University” as the name for the physical location of his thesis.

9.7.30. Creator enters the URI as the digital location.

9.7.31. Creator enters 1.0 as the version for his thesis.

10. Scenario 2: Reader finds, reads and prints the thesis, and meets the requirements to be able to quote two passages from the thesis and use one image that was originally created by someone other than the thesis writer.

10.1. Reader accesses www.google.com, knowing that he is looking for a paper, written by a PhD candidate or a faculty or for a published piece, as he wants to make sure the piece is written by a recognized member of academia.  Note that some hypothetical features of Google will be used here.

10.2. Reader finds the thesis and notices that there are restrictions on the piece (including a fee).  He reads the terms and conditions associated with the thesis and its sublements.

10.3. Reader adds the thesis to his shopping cart.

10.4. After going through the payment process and accepting payment of $10.00 plus applicable taxes, he accesses the thesis through his Google library (See safari.oreilly.com for implementation example). ($1.00 will be credited to “Faculty”’s PayPal’s account.)

10.5. Reader opens the thesis and prints it.  

10.6. Reader locates 2 passages in the thesis that he would like to use in his article.  Reader also decides to use the photograph that appears in the thesis.

10.7. Reader returns to his Google Library, within the month allocated by Creator to access the file.

10.8. From the TOC, Reader acknowledges that Creator has associated the following restriction: Creator name, title, creation date, and source must always be listed in Acknowledgements if any passage of this thesis are used.   Readers of Reader’s article will then be able to access the UID of the thesis.

10.9. From the Notes and Acknowledgement, Reader can see that the photo he wishes to use can be used for a one-time fee of $8.00.  Reader clicks on UID, adds photo to Google library and proceeds to gain use rights over photo.

10.10. Reader can proceed with writing and publishing article as LO.

11. Conclusion and open questions

11.1. Standards need to be applied so as to mainstream the process of entering descriptive metadata and digital right metadata simultaneously.

11.2. Such efforts will only be embraced by corporations and institutions, if data that can be reused and passed automatically is reused and passed.

11.3. Standards must be simple enough to be implemented and embraced by an individual or group without having to rely on the assistance of technological mediators.

11.4. The current possible formats that would enable text-based objects to travel with a certain level of encryption are pdfs and Flash.  Other available technologies should be analyzed while drafting the standards.

11.5. Though the standards will need to anticipate changes in IPRs, they must be thoroughly reviewed by a legal council specializing in IIPRs.  

11.6. Proper implementation of DRM will enable content creators and users to see all instances in which a specific learning object has been reused.  Is this another variable for assessing the value of content?
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